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Quote of the Day:
“So often in life things that you
regard as an impediment turn out
to be great good fortune”
-Ruth Bader Ginsburg
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business in order to improve
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Connection

Employees Are Letting Hackers
Into Your Network ...
What You Can Do To Stop It
Cyberthreats are everywhere these days.
Hackers, scammers and cybercriminals are
working overtime to break into your
network – and the network of just about
every business out there. They have a huge
arsenal of tools at their disposal, from
automated bots to malicious advertising
networks, to make it possible.
But there is one “tool” that you may be
putting directly into their hands: your
employees. Specifically, your employees’
lack of IT security training.
While most of us expect hackers to attack
from the outside using malware or bruteforce attacks (hacking, in a more
traditional sense), the truth is that most
hackers love it when they can get others to
do their work for them.
In other words, if they can fool your
employees into clicking on a link in an email or downloading unapproved software
onto a company device, all the hackers
have to do is sit back while your
employees wreak havoc. The worst part is
that your employees may not even realize

that their actions are compromising your
network. And that’s a problem.
Even if you have other forms of network
security in place – malware protection,
firewalls, secure cloud backup, etc. – it
won’t be enough if your employees lack
good IT security training. In fact, a lack of
training is the single biggest threat to your
network!
It’s time to do something about it.
Comprehensive network security training
accomplishes several things, including:
1. Identifying Phishing E-Mails Phishing
e-mails are constantly evolving. It used to
be that the average phishing e-mail
included a message littered with bad
grammar and misspelled words. Plus, it
was generally from someone you’d never
heard of.

These days, phishing e-mails are a
lot more clever. Hackers can spoof
legitimate e-mail addresses and
websites and make
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place. If you have remote employees, they should only use
verified and protected devices to connect to your network.
(They should also be using a VPN, or virtual private network,
for even more security.) But more importantly, your
You can still identify these fake e-mails by paying attention to
employees should be trained on this security. They should
little details that give them away, such as inconsistencies in
understand why it’s in place and why they should only
URLs in the body of the e-mail. Inconsistencies can include odd connect to your network using secured devices.
strings of numbers in the web address or links to YourBank.net
3. Updating Poor Or Outdated Passwords If you want to
instead of YourBank.com. Good training can help your
make a hacker’s job easier than ever, all you have to do is
employees recognize these types of red flags.
never change your password. Or use a weak password, like
2. Avoiding Malware Or Ransomware Attacks One reason why “QWERTY” or “PASSWORD.” Even in enterprise, people still
malware attacks work is because an employee clicks a link or
use bad passwords that never get changed. Don’t let this be
downloads a program they shouldn’t. They might think they’re you!
about to download a useful new program to their company
A good IT security training program stresses the importance
computer, but the reality is very different.
of updating passwords regularly. Even better, it shows
Malware comes from many different sources. It can come from
employees the best practices in updating the passwords and
phishing e-mails, but it also comes from malicious ads on the
in choosing secure passwords that will offer an extra layer of
Internet or by connecting an infected device to your network. For protection between your business and the outside world.
example, an employee might be using their USB thumb drive
If you or your employees haven’t updated their passwords
from home to transfer files (don’t let this happen!), and that
thumb drive happens to be carrying a virus. The next thing you recently, a good rule of thumb is to consider all current
passwords compromised. When hackers attack your network,
know, it’s on your network and spreading.
two of the big things they look for are usernames and
This is why endpoint protection across the board is passwords. It doesn’t matter what they’re for – hackers just
so important. Every device on your network should want this information. Why? Because most people do not
change their passwords regularly, and because many people
be firewalled and have updated malware and
are in the habit of reusing passwords for multiple
ransomware protection in
applications, hackers will try to use these passwords in other
places, including bank accounts.
their e-mails look like they’re coming from a sender you
actually know. They can disguise these e-mails as messages
from your bank or other employees within your business.

“Every device on your network
should be firewalled and have
updated malware and

ransomware protection in place.”

Don’t let your employees become your biggest liability. These
are just a few examples of how comprehensive IT and
network security training can give your employees the
knowledge and resources they need to help protect
themselves and your business. Just remember, you do not
have to do this by yourself! Good IT training programs are
hard to find, and we are here to help.

Shiny New Gadget Of The Month: FitTrack: A Revolutionary Scale Lets You Look Inside Your Body
Countless people have gotten lax on their New Year’s resolutions and given up on their goals.
One of the most popular resolutions is to get fit. It is also one of the most challenging ones to
see through to the end. The FitTrack smart scale is here to make that a little less challenging!
FitTrack has earned its designation as a smart scale. It does much more than tell you your weight.
With a number of other sensors, as well as data you input into the FitTrack app, it can tell you all
sorts of things. Yes, it will tell you your weight, but it will also tell you things like body mass
index, muscle and bone mass and hydration levels, to name just a few. In total, it can track 17 key
health insights.
As you work toward your fitness goals for the year, don’t miss out on a companion that will
give you crucial data along your fitness journey. Discover more about FitTrack at
bit.ly/2VOg7Vs.
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Production Vs. Connection –
The Ailment And The Cure
Recently, I had what we like to call an “aha moment”
while listening to a sermon one Sunday. The minister
made the observation that our society as a whole has
swung to the extreme side of productivity at the expense
of our connections. It hit me that this is one of the
greatest ailments we see as coaches with our member
companies and leaders, especially as of late.
Culture Appreciation Connection
We know the best-performing companies are those that
devote significant effort to creating a culture that their
team members want to be a part of. And where does
that culture come from? People crave appreciation in
the workplace – and we’re talking sincere, heartfelt
appreciation, not the casual “pat on the back” or quick
“thanks” in passing. Real appreciation only occurs if
there is a real connection between people. Connection is
valuing the other person more than yourself or having
an “others first” mindset. It takes effort, vulnerability
and emotion. True culture cannot exist without both of
these key elements.

The Ailment
Unfortunately, in our “all about me” culture, connections
tend to be shallow and unemotional. It’s not what can I
do for you, it’s what can you do for me. As a society and
in business, we have become so laser-focused on
overachievement and beating the competition that our
connections receive little attention. Especially today,
when companies are striving to get back on their feet,
push out new offerings and make up for lost time from
the pandemic, connections are starving due to the
demands of winning.
But At What Cost?
There have never been higher instances of job
discontentment, disconnected families, depression,
suicide and overall lack of joy. Our extreme focus

on production and achievement has come at a huge
cost to society. Extremes at either end of the pendulum
never end well.
So, Now What?
Back to our coaching perspective, I think we have it
right when we help our companies focus on culture by
viewing their team members as human beings and not
just a means to productivity. In addition, we all know
that you cannot truly separate the business side from
the personal side and that you have to be equally
intentional in both areas to create the life you want,
which involves real connections to who and what we
love.
It’s time to swing the pendulum back, ease off the
production pedal and give more attention to treating
each other with compassion and putting others first. It
may seem strange, but the companies that have done
this well typically outperform on the production side,
too, because connection is a great motivator for
betterment – both personally and professionally.
Gee, maybe there’s really something to the old Golden
Rule thing.

David Pierce spent the first 30 years of his career in the corporate world. As a
CPA, he spent a decade with Deloitte and PcW, and another 20 years in a Clevel post in regional banking. He also launched one of the first stand-alone
online banks in the US. As an entrepreneur, he eventually said goodbye to the
corporate world and started his own consulting firm, and became a Four
Decisions Certified Gazelles International Coach and a Petra Coach.
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3 Ways To Protect Your
Data During COVID-19
1. Manage Your Passwords.
You’ve heard it before, and
you’ll hear it again – one of
the best ways to keep
intruders out of your data is to
lock it behind strong
passwords that are updated
every 60 to 90 days. Use
passwords that are a mix of
letters, numbers and special
characters. Make passwords
long and confusing.

you know what data you’re
saving – and who has
permission to access that data
– you can better protect it.

important to talk about
yourself and to convey your
accomplishments. Maybe
you’re applying for a new
position within your
3. Adopt Best Practices. When organization, you’re trying to
was the last time your team
establish a partnership with
received IT security training? another company or you want
Never? Five years ago? It’s
to expand your professional
time to get back on it. Train
network. Either way, here are
your team on the latest cyber a few ways to self-promote
security threats and how to
without sounding like a brag.
handle them. Then, adopt best
practices so your team knows Lean Into Your Expertise.
what to do when they receive Call on your experience. If
2. Secure All Data. Who are
a phishing e-mail or there’s a someone is dealing with an
you sharing your data with?
issue you’re familiar with,
threat to your network. Inc.,
Do former employees still
walk them through it. Or, take
Nov. 20, 2020
have access? What about
on the role of mentor with
former clients? Take time to
Confidence Is Key: How
others in your organization or
see who has permission to
To Self-Promote For Greater community.
access your network and data. Success
We often don’t like to talk
While you’re at it, clean up
Be Receptive To Feedback.
about ourselves. But there are This is how we grow. Listen to
old or useless data that may
be just taking up space. When many times when it is
what people have to say and
respond by taking action.
Make adjustments as they
We believe that experienced, reputable and
fast responding IT support should be the
make sense. When you receive
standard.
positive feedback, accept it
graciously.

CSU SERVICES

•

Data Backup & Recovery

•

Managed Services

•

IT Consulting

•

Network Security

•

Cloud Computing

•

Remote IT Services

•

VoIP Telephone Services

•

Cyber Security Training

•

Mobile Device Management

Emphasize “Together.” Don’t
make things just about you.
Share credit when it deserves
to be shared. Be a supportive
and motivational voice. Uplift
others. Forbes, Nov. 23, 2020

Get More Free Tips, Tools and Services At Our Website: www.csuinc.com
(703) 968-2600

