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VoIP Phomes “DEEPFAKE CEO” SCAM:
VOICE CLONING IS THE NEXT
Co-Managed IT CYBER THREAT

The phone rings. It's your boss — same voice, tone, and urgency.
They need a quick favor: an immediate wire transfer or sensitive
client information to close a deal. It feels routine, trusted, and
time-critical. So you act. But what if it isn’t really your boss?

r@ ir(;s::agram: : - Al voice cloning has turned this once-far-fetched scenario info
puter_services_unlimited . .
a real and growing threat. Cybercriminals can now perfectly
Facebook: mimic a person’s voice using only seconds of audio pulled
n Computer Services Unlimited Inc. | from, interviews, presentations, or social media. In moments, a
LinkedlIn: normal call can become a costly mistake — money lost, data
m Computer Services Unlimited Inc. | compromised, and damage that extends well beyond the office.
Phone: These scams represent a dangerous evolution of Business Email
“ (703) 968-2600 Compromise (BEC). While organizations have learned to spot

suspicious emails, we haven't trained ourselves to question

Digital Newsletter: familiar voices
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(continued on page 2)
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Voice phishing, or “vishing,” bypasses email
filters and technical safeguards by exploiting
urgency, authority, and trust — targeting the
human element directly.

Detecting audio deepfakes is difficult.
Real-time detection tools are limited, and
our ears are unreliable. Subtle clues may
include robotic tones, odd pauses, unnatural
breathing, or background noise that doesn'’t
quite fit — but they’re easy to miss under
pressure.

As Al advances, voice scams will likely be
joined by real-time video deepfakes, raising
the stakes even higher. The question is no
longer if this will impact businesses, but when.

Is your organization prepared? The best
defense is proactive planning, clear
verification protocols, and employee
awareness — before an incident forces your
hand. Contact us today to assess your risk
and secure your communications against
synthetic threats.

Creative Pebble V3 )
Desktop Speakers:

Big sound, small footprint.
These compact speakers deliver
surprisingly rich audio for their
size and price—perfect for Teams
calls, focus music, or background
LoFi. Stylish, desk-friendly, and a
simple upgrade that makes a big
difference.

\ $35.99 on Amazon. )

Tech Jokes!

Microsoft is testing a ‘resume
from phone’ feature...

Windows 11 is testing a new “resume from phone”
feature that lets you continue what you were
doing on your Android device directly on your PC.
If you open an online Word, Excel or PowerPoint
file in the Microsoft 365 Copilot app on your
phone, you can hand it off to your Windows PC
with a single tap. Some phones can also pass
browser tabs or Spotify sessions. It's early days.
Only a few Android brands support it, and it

only works for online files, but it's a promising
step toward smoother crossdevice working on
Windows.
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What's NEW at CSU?

Sr7mow many things to do during 2026’s first snow storm!
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After chicken chores, filling Building Legos and watching
finished up this 1000 piece

while waiting for the snow... .
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Step One: Clear your driveway

Step Two: Load up the truck and help Can you find Chuck? S
the neighbors clear their driveways!
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Q: How do | know if our
cybersecurity tools are
working?

A: Good security tools
should give regular reports,
alerts and logs. We can
review these with you and
check whether anything
looks unusual or needs
improving.

Q:What's the difference
between a backup and a
disasterrecovery plan?

A: A backup saves your data.

A disaster recovery plan
gets your whole business
running again quickly after
an outage. You need both.

Q: How can we tell if one of
our suppliers is a security
risk?

A: Ask whether they use

multi-factor authentication,

encryption, and regular
security audits. We can help
you assess their risk level.

Google

e o o REVIEW!

We Value Your Feedback!

If you’ve enjoyed your experience
with us, we would love to hear from
you!

Please take a moment to leave us a
positive Google review. Your thoughts
help us grow and serve you better.

To leave a Google review on your
computer, here are the steps below...

To leave a Google review on
your computer...

1. Search:
Look up Computer Services Unlimited
on Google.

2. Click:
Click on our name in the results.

3. Select:
“Write a Review.”

4. Review:
Rate and Comment then click “Post.”

Or...

Follow this link to post a review:
https://g.page/r/CYyn7_Ho3VVZEBE/
review

Instagram:
4 computer_services_unlimited 0

Phone:

Computer Services Unlimited Inc. (703) 968-2600



